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Platform Approach for DevSecOps Automation
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(mportance of Shift Left

o

EARLY DETECTION = REDUCE SECURITY FASTER RELEASE CYCLES
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Shift left security -
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Importance of Platform Approach

\V

CONSISTENCY EFFICIENT COMPREHENSIVE EASY ADOPTION
ACROSS TEAMS WORKFLOWS SECURITY
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key Ingredients for producing secure software

TOOLS PROCESS TEAM CULTURE
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Org-wide templates

B . N
s Infosys DevSecOps Platform DevSecOps Platform Admin
| E—: Platform Configuration Platform Configuration
= »  Audit L
B AuditLogs Tools Integration Workers Dashboard Pipeline Templates
E Portfolio
5 Application Pipeline Templates List 4 Create New Template
7/~ Pipeline
Template Name Template Category Action
ﬁ Analytics v
{3} Plugin Builder java-mvn-websphere  SCM, Test, BUILD, Cl, SecOps, Security, CD, SECURITY, TEST, CT < &
v/ Onboard IDP dotnet-core-k8s SCM, SecOps, Cl, dotnet, unit test, coverage, BUILD, DEPLOY, Security, CT, SECURITY, TEST o O
Reports
& iac-terraform SCM, Cl, SecOps, CD, SECURITY, TEST, Cloud, Terraform > O
Q Policy Manager
python-microsve-k8s  SCM, SecOps, Cl, BUILD, CT, DEPLQY, Security, SECURITY, TEST (O &
(?) AboutiDP
@ User Guide generic-devsecops SCM, SecOps, Cl, DEPLOY, BUILD, Security, CT, SECURITY, TEST 1O &

Infosys
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Tools Mandate

Edit Portfolio - (<)

< Variables Policies Release Workers Tools Compliance Pipeline Templates >

Selected Tools list

Tools Compliance Configuration Fortify-SAST_0.0.X Y 4 AddTools ]ﬂ[
Tools Mandate Run Frequency Lock Plugin Fields

Mandatory + Add override

Pipelines matching the below patterns will be excluded from the mandatory list

Overrides by path matches

*/infra_* €3

Infosys
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Run frequency

Edit Portfolio 1

£ Variables Policies Release

Tools Compliance Configuration

Tools Mandate Run Frequency

Workers Tools Compliance Pipeline Templates >

Selected Tools list

Fortify-SAST_0.0.X + AddTools T[]

Lock Plugin Fields

Run Frequency List

Inclusion Frequency

*/* Once in every 1-Week

[J Exclude -+ Add Run Frequency

Actions

%

ltems per page: 10 ¥ 1-10f1
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Tools compliance — Audit dashboard

g Pnrﬁ‘ohn-

Maturity Quality Audit nsights Observability
®
Filter
Last Executed : Oct 14, 2023, 7:35:42 AM
z
£ k5 g
I g =
3 . S = 2
= o e £ 2
> c @ o al o
Pipeline g‘ g g c’;ﬁ.l < %
= = = = o
@ NA @ NA @ NaA @ NA @ 100%
@ 100% @ NA Q 0% @ NA @ NA QO NA @ 100%
@ 100% Q 0% Q o @ NA e 0% Q 0% Q 0%
@ 100% € 14.28% Q o 9@ NA Q 0% & 100% & 100%

& 100% @ NA Q 7.15% @ NA @ NA @ NA & 100%

tems per page: 5 - —50f37 > > ©
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Centralized gating

VidITaye = FUrimonu = EUTT -JARUTU

Dashboard
Edit Portfolio - NG (¢ )

< Variables Policies Release Workers Tools Compliance Pipeline Templates >

Selected Tools list

Tools Compliance Configuration SonarQube_0.0.X Y 4 AddTools @

Tools Mandate Run Frequency Lock Plugin Fields

Gating List + Add gating criteria
Specifics Gating criteria Actions
* /% [ critical == 0] && [ blocker == 0] && [ major == 0 ] && [ minor <= 10] 2|
TTM/* [ critical <=30] && [ major <= 10] && [ minor <= 110] 2|

Infosys
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Pipeline execution failed for not
meeting gating criteria

# InfosyS’ DevSecOps Platform

° BUILD (integration) : Go-Coverage ( Branch : 0, Level: 1)

BUILD (integration) : SonarQube ( Branch : 0, Level : 1)

I9N97 &N9-10 DA TIKIEN IKNEN- CYEO TN S INCESe

ﬂ_ vevsecups FIatmorm AQmin v
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Lock plugin input fields

) . Selected Tools list v
Tools Compliance Configuration SonarQube_0.0.X + Add Tools ]E[

Tools Mandate Run Frequency Lock Plugin Fields

Locked fields list 4+ Lock Fields
Inclusion Custom Lock Continue On Failure disabled Actions

- serverUrl false o
I /S AP false o W
I false O

e true o W

IDP/svc_* additionalSonarProperties true o

Infosys
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Portfolio level pipeline templates

HH Inmsw Devsecops Platform ﬁ DevSecOps Plattorm Admin s

= puemcoimos Edit Portfolio M (<)
(=5 Audit Logs
< Variables Policies Release Workers Tools Compliance Pipeline Templates ?
E Portfalio
@ Application Pipeline Templates List <+ Import Platform level Template <+ Create New Template
7~ Pipeline
Template Name Template Category Action
ﬁ Analytics v
@ Plugin Builder Jira-Pipeline Insights (O &
v/ Onboard IDP report_dynamic SCM, CI, BUILD, SecOps, SECURITY, Necessity framework, DEPLOY, CD o O
E Reports
MF_CS_TEMPLATE SCM, CI, BUILD, SecOps, Necessity framework, CD 1O 0
@ Policy Manager
CloudDevops_TS_EXT SCM, Cl, SecOps, SECURITY, CT (O &
(?) AboutiDP
@ User Guide CloudDevops_TS SCM, Cl, SecOps, SECURITY, CT (O &

Infosys
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Aggregated security dashboard
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DevSecOps Platform

Platform Configuration
Audit Logs
Portfolio
Application
Pipeline
Analytics
Telemetry
Platform Dashboard

Plugin Builder

User Guide

Feedback

Platform Dashboard

Fortify SAST Vulnerabilities

Trivy Vulnerability Scanner Vulnerabilities

SonarQube Vulnerabilities

@ critical: 5018
@ high: 17278

m

@ critical: 21

@ high: 168
medium: 243
low: 19

@ others: 0

Fortify Dast Vulnerabilities

Contrast Vulnerabilities

Jfrog_xray vulnerabilities

@ critical: 65
@ high: 49

me

Iow
@ others: 200

@ high: 1
@ triaged: 0

noles

medium: 28

@ reported: 0
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THANK YOU

Infosys

Navigate your next

© 2023 Infosys Limited, Bengaluru, India. All Rights Reserved. Infosys believes the information in this document is accurate as of its publication date; such information is subject to change without notice.
Infosys acknowledges the proprietary rights of other companies to the trademarks, product names and such other intellectual property rights mentioned in this document. Except as expressly permitted,

neither this documentation nor any part of it may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, printing, photocopying, recording or
otherwise, without the prior permission of Infosys Limited and/ or any named intellectual property rights holders under this document.



	Slide 1
	Slide 2
	Slide 3: Importance of Shift Left
	Slide 4
	Slide 5: Importance of Platform Approach
	Slide 6: key Ingredients for producing secure software
	Slide 7: Org-wide templates
	Slide 8: Tools Mandate
	Slide 9: Run frequency
	Slide 10: Tools compliance – Audit dashboard
	Slide 11: Centralized gating
	Slide 12: Pipeline execution failed for not meeting gating criteria
	Slide 13: Lock plugin input fields
	Slide 14: Portfolio level pipeline templates
	Slide 15: Aggregated security dashboard
	Slide 16: THANK YOU

