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Importance of Shift Left

EARLY DETECTION = 
LOWER COSTS

REDUCE SECURITY 
RISKS

FASTER RELEASE CYCLES



Dev environment

QA environment

Prod environment

Shift left security -  Illustrative DevSecOps pipeline

Pull app source code

Static code analysis

SAST Scan for sensitive information leak
Compile source code

SCA

Build docker imageScan docker image

Deploy to K8SValidate K8S resource YML

Validate K8S resource YML

Validate K8S resource YML

Pull K8S YML code

Pull K8S YML code

Pull K8S YML code
Deploy to K8S

Deploy to K8S
Automated API validation

Push docker image
to container registry

Unit testing

= Gating

Release pipeline



Importance of Platform Approach

CONSISTENCY 
ACROSS TEAMS

EFFICIENT 
WORKFLOWS

COMPREHENSIVE 
SECURITY

EASY ADOPTION



key Ingredients for producing secure software

TOOLS PROCESS TEAM CULTURE



Org-wide templates



Tools Mandate



Run frequency



Tools compliance – Audit dashboard



Centralized gating



Pipeline execution failed for not 
meeting gating criteria



Lock plugin input fields



Portfolio level pipeline templates



Aggregated security dashboard
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