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About us

● Intern at Nirmata
● Kyverno Contributor

● Software Developer at Nirmata

● Kyverno Contributor

Anushka MittalVishal Choudhary​​
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Agenda
• Understanding Container images

• Image metadata

• Why sign and verify images?

• Notary/Cosign

• Kyverno and Image verification

• Demo
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Understanding Container Images

● Static file with executable code

● Used to create containers

● Stored in content addressable 
registries
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Components of container Images
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Container Image: Config

Config is a JSON data containing information about the image
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Container Image: Layers

Layers are chunks of the container image. It can be of any media type.
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Container Image: Manifest

Manifest contains the information of all the components of an image.
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Container Image: Manifest List
Manifest List is the manifest of all manifest for different platforms.
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Container Image: Referrers

Referrers are a list of manifests with a subject relationship to a specified digest. This 
can be accessed using referrers API
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Summary

Credit: Modifying the Immutable: Attaching Artifacts to OCI Images - Brandon Mitchell: link
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https://www.youtube.com/watch?v=_c1OdmP9Ssg


Image metadata

● Vulnerabilities and Vulnerability scanning
○ What are vulnerabilities?
○ Why do we care about vulnerabilities?
○ What is vulnerability scanning?
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Image metadata

● Vulnerabilities and Vulnerability 
scanning.
○ What are vulnerabilities?
○ Why do we care about 

vulnerabilities?
○ What is vulnerability scanning?

● SBOMs and their lifecycle
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Image metadata

● Vulnerabilities and Vulnerability scanning
○ What are vulnerabilities?
○ Why do we care about vulnerabilities?
○ What is vulnerability scanning?

● SBOMs and their lifecycle
● Problems
○ Storing metadata in image
○ Trusting metadata
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Sign and Verify Images

● Image security is the most important 
component of container security

● Ensures that images are from the actual 
developer and hasn’t been tampered 
with.

● Builds integrity and creates a trusted 
environment.

● Ensures that no bad actor can access 
the cluster.

● How do we sign our images?
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Image signing and verification options
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Notary
● Uses x509 key-cert pair for signing and verification

● Supports only key based signing and verification for images 

and attestations

● Supports OCI 1.1 attestations

● Notary Project 1.0.0 released!
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Cosign
● Supports Keyed and Keyless based signing and verification

● Supports in-toto attestations

● Verifies signature timestamps receipts

● Stores and monitors a transparency log of signatures to detect 

malicious activity

● Supports private infrastructure using TUF

● Cosign 2.0 released!
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What is Kyverno
• Kyverno is a CNCF incubating project

• “Govern” in Greek

• Policy engine designed for Kubernetes

• Admission controller and more!

• Native to Kubernetes (no new programming language required)

• 2.5B+ downloads, 3000+ community members and adopters 
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Kyverno for Image verification
● Verify image signatures (Cosign and Notary)

● Verify attestations

● Any OCI registry

● OCI 1.1 referrers API support

● Supports Key (and KMS), keyless and certs

● Decision caching

● Multiway checks (any, all, atleast)
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Demo
For Cosign and Notary:
● Image Verification
● Attestation Verification
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Join the Kyverno Community
• Kyverno docs & samples:  https://kyverno.io

• Slack Channel: https://slack.k8s.io/#kyverno

• Monthly community meetings

• Weekly contributor meetings
Join https://groups.google.com/g/
kyverno
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Reach out to us!
● Intern at Nirmata
● Kyverno Contributor

● Software Developer at Nirmata

● Kyverno Contributor

Anushka Mittal
X: @_Anushkamittal

GitHub: anushkamittal2001
Slack: Anushka Mittal

Vishal Choudhary​​
X: @vishalwastaken

GitHub: vishal-chdhry
Slack: vishal-chdhry
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Thank you!
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Resources
• Modifying the Immutable: Attaching Artifacts to OCI 

Images

• Kyverno overview

• Improve Vulnerability Management with OCI Artifacts -It Is 

That Easy!
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https://www.youtube.com/watch?v=_c1OdmP9Ssg
https://www.youtube.com/watch?v=_c1OdmP9Ssg
https://www.youtube.com/watch?v=g0nMuJ_DFIU&t=1352s
https://www.youtube.com/watch?v=fV5q2a0a1yY
https://www.youtube.com/watch?v=fV5q2a0a1yY

