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INTRODUCTION

“
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Today’s dynamic cloud landscape demands continuous innovation while upholding robust 
security practices. This whitepaper explores how adopting Shift-Down security practices, coupled 
with Policy as Code (PaC), can empower cloud-native organizations to achieve these goals. By 
embedding security controls into the foundational cloud platforms and development workflows, 
the Shift-Down approach enhances proactive risk mitigation and supports secure innovation.

Shift-Left signifies a strategic methodology that incorporates security protocols at an earlier 
stage of the Software Development Lifecycle (SDLC). Traditionally, security assessments and 
vulnerability examinations occurred during the latter stages of development, potentially delaying 
releases and requiring extensive rework. Shift-Left proactively moves the security onus earlier 
in the process, empowering developers to prioritize security controls and adhere to compliance 
standards.

However, in the ever-evolving landscape of cloud-based development, conventional Shift-Left 
security strategies can inadvertently hinder innovation and strain resource allocation. Many 
developers are not experts in Infrastructure as Code (IaC) or Kubernetes (K8s), and placing the 
burden of security on them can lead to misconfigurations and other issues, ultimately doing 
more harm than good. This whitepaper explores how adopting Shift-Down security practices, 
coupled with Policy as Code (PaC), can empower cloud-native organizations to achieve these 
goals more effectively. By embedding security controls into the foundational cloud platforms 
and development workflows, the Shift-Down approach enhances proactive risk mitigation and 
supports secure innovation.

Shift-Down presents an innovative solution by seamlessly embedding security measures into the 
framework of cloud platforms and development workflows. This approach empowers develop-
ers, facilitates proactive risk mitigation, and establishes a competitive advantage through swift 
and secure innovation. Shift-Down builds upon the principles of Shift-Left while addressing its 
limitations. It emphasizes leveraging the capabilities of cloud platforms, tools, and automation to 
integrate security controls and processes seamlessly throughout the development lifecycle.

Shift-Down presents an innovative solution by 
seamlessly embedding security measures into 

the framework of cloud platforms 
and development workflows.
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THE IMPERATIVE FOR CLOUD-NATIVE EXCELLENCE
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Cloud-native applications revolutionize how organizations build and deliver software, offering 
competitive advantages through scalability, agility, and efficiency. However, maintaining this 
advantage requires a fundamentally different approach to operations, security, and innovation.

Challenges in Traditional Approaches

• Slow Release Cycles: Manual configuration management introduces significant delays,  
hindering rapid response to changing business needs.

• Configuration Drift: Inconsistencies between intended and actual configurations create  
security vulnerabilities and operational issues.

• Security Vulnerabilities: Lack of policy enforcement throughout the development lifecycle 
exposes applications to risks.

To address these challenges, organizations must adopt a cloud-native approach that includes:

• Automating Everything: Reducing errors, improving efficiency, and ensuring consistency.

• Using Policy as Code: Enforcing security and compliance requirements declaratively.

• Adopting a Continuous Delivery Culture: Accelerating innovation and reducing the risk  
of vulnerabilities.
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SHIFT-LEFT: INTEGRATING SECURITY EARLY
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Shift-Left security practices involve integrating security measures early in the Software Develop-
ment Lifecycle (SDLC). By identifying and addressing security issues during development, organi-
zations can prevent them from reaching production in the first place.

Benefits of Shift-Left

• Proactive Vulnerability Detection: Identifying security issues early reduces the cost and  
effort of remediation.

• Improved Compliance: Ensuring adherence to security standards throughout development.

Challenges and Limitations of Shift-Left

While Shift-Left has its merits, it also presents several operational challenges:

• Developer Productivity Pressure: Extensive security responsibilities can divert focus from 
primary functionalities, potentially compromising business goals.

• Security Knowledge Constraints: Developers may lack specialized security expertise, leading 
to delays and substandard configurations.

• Disjointed and Reactive Security Posture: Inconsistent practices across teams enlarge the 
attack surface and complicate compliance.

In response to these challenges, industry leaders have begun to advocate for alternative 
approaches. For example, Richard Seroter, Director of Outbound Strategy and Engagement at 
Google Cloud, argues that “shifting left” can overburden developers with responsibilities that are 
beyond their core competencies. Instead, he proposes “Shift-Down” as a more effective solution, 
where security and other operational tasks are integrated into the platform itself, reducing the 
cognitive load on developers and allowing them to focus on innovation. By leveraging platform 
engineering to handle these complexities, organizations can optimize resources and enable 
developers to work more efficiently without the need to manage the full stack of infrastructure 
and security.
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SHIFT-DOWN: EMBEDDING SECURITY IN PLATFORMS

POLICY AS CODE: THE FOUNDATION OF SHIFT-DOWN
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Shift-Down leverages cloud-native tools, processes, and design philosophies to transform  
security into a core enabler of business agility and innovation. By embedding security measures 
into the cloud platform, Shift-Down enhances proactive risk mitigation. Learn more about 
implementing Shift-Down security.

Key Principles of Shift-Down

• Platform-Enforced Security: Utilizing robust security controls and configurations provided by 
cloud platforms to ensure secure deployments.

• Integrated DevSecOps Tooling: Embedding security tools into CI/CD pipelines for automated 
scans and policy enforcement.

• Compliance Through Automation: Streamlining adherence to industry regulations and  
establishing an auditable security posture.

Policy as Code (PaC) is fundamental to Shift-Down, much like Infrastructure as Code (IaC) has 
been for DevOps. PaC allows organizations to define security and compliance rules in a  
declarative, human-readable language.

Benefits of Policy as Code

• Centralized Policy Management: Simplifying policy updates and enforcement.

• Automated Enforcement: Ensuring policies are consistently applied across all environments.

• Continuous Compliance: Monitoring live environments to detect and address policy  
violations.

|  www.nirmata.com  | #PolicyMatters

C
lo

u
d

 S
e

cu
rity

 E
vo

lu
tio

n

https://www.youtube.com/watch?v=WJx3H7dt2Pw
https://www.youtube.com/watch?v=WJx3H7dt2Pw
https://nirmata.com/
https://github.com/nirmata
https://www.linkedin.com/company/nirmata/
https://x.com/nirmatacloud
https://nirmata.com/


Misconfigurations are a leading cause of security incidents. Gartner predicts that “through 2025, 
99% of cloud security failures will be the customer’s fault, primarily due to preventable 
misconfigurations or mistakes by end users”. This emphasizes the critical need for organizations 
to implement robust policies on cloud ownership, responsibility, and risk acceptance. The Shift-
Down approach addresses these challenges by focusing on the proactive management of 
misconfigurations through automated checks and remediations early in the development 
pipeline. By embedding these practices within the platform, organizations can significantly 
reduce the risk of security breaches, ensuring a secure and compliant cloud environment.

Moreover, visibility is paramount in managing these complexities. PJ Kirner, CTO & Founder of 
Illumio, stresses that “through 2025, more than 99% of cloud breaches will have a root cause 
of preventable misconfigurations or mistakes by end users”. This highlights the importance of 
a comprehensive approach to visibility and monitoring within multi-cloud and hybrid environ-
ments. The Shift-Down model incorporates these elements by leveraging automation and Policy 
as Code (PaC) to enforce security policies consistently, thereby minimizing human error and 
enhancing the overall security posture.

Tools for Proactive Management

Nirmata Policy Manager exemplifies Shift-Down by providing developers with a user-friendly, 
declarative language to define security and compliance rules. These policies are enforced in 
CI/CD pipelines, preventing the deployment of non-compliant builds and generating 
comprehensive reports on compliance. 
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“Gartner predicts that ‘through 2025, 99% of cloud 
security failures will be the customer’s fault, 

primarily due to preventable misconfigurations 
or mistakes by end users.’

HEISER, 2019

ADDRESSING MISCONFIGURATIONS PROACTIVELY
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THE ROLE OF PLATFORM ENGINEERING

FROM SECURITY CHAMPIONS TO PLATFORM SECURITY ADVISORS
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Platform engineering plays a crucial role in implementing Shift-Down practices. By treating the 
platform as a product, platform engineering teams can provide secure self-service capabilities 
to developers, embedding and enforcing security controls at every stage of the development 
lifecycle.

Benefits of Platform Engineering

• Enhanced Developer Experience: Reducing the cognitive load on developers by automating 
security processes.

• Improved Security Posture: Ensuring consistent security controls across all deployments.

To support the shift towards Shift-Down, organizations need to establish “Platform Security 
Advisors.” These advisors enhance developer knowledge, facilitate threat modeling, and 
advocate for secure tooling and practices.

Responsibilities of Platform Security Advisors

• Enhancing Developer Knowledge: Providing guidance and organizing training sessions.

• Facilitating Threat Modeling: Incorporating threat modeling into early design stages.

• Advocating Secure Tooling: Promoting Shift-Down principles and reducing the need for  
manual security interventions.

“ Platform engineering plays a crucial role in 
implementing Shift-Down practices. By 

treating the platform as a product, platform 
engineering teams can provide secure 
self-service capabilities to developers.
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REAL-WORLD EXAMPLES
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Games24x7: Enhancing Developer Productivity with Proactive Security

Citi: Mitigating Misconfigurations through Platform-Embedded Security

CONTEXT

Games24x7, a large online gaming platform, faced challenges with managing dynamic work-
loads and maintaining security across their AWS environments. The platform engineering team, 
though small, took on the responsibility of implementing Shift-Down security practices.

APPROACH

By leveraging Nirmata’s policy as code solution, the platform engineering team centralized their 
security policies, creating a robust framework that automatically detected and remediated  
misconfigurations. This not only ensured compliance but also reduced the cognitive load on 
developers.

OUTCOME

Developers were able to focus more on innovation, with security becoming a seamless part of 
the development process. The proactive approach to security significantly reduced vulnerabil-
ities and operational risks, demonstrating the effectiveness of embedding security within the 
platform.

CONTEXT

At Citi, the platform engineering team encountered significant challenges during their cloud 
migration process, especially with over privileged accounts leading to security policy violations. 
The security team’s traditional approach was insufficient for the dynamic and distributed nature 
of cloud environments.

APPROACH

The bank adopted a Shift-Down approach by embedding security controls directly into their  
Kubernetes-based platform. This included the use of automated guardrails that prevented  
misconfigurations such as open S3 buckets, a common issue in cloud environments.

OUTCOME

This shift not only improved the overall security posture but also allowed for faster and more  
secure deployments. The bank’s ability to detect and prevent misconfigurations before they 
could impact production was a key factor in the success of their cloud migration strategy.
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CONCLUSION

“
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Shift-Down represents a fundamental change in managing security in modern software 
development. By embedding security controls within the platform and automating policy 
enforcement, organizations can enhance collaboration, increase velocity and scalability, reduce 
complexity, and improve their security posture. Shift-Down empowers developers to deliver 
secure applications faster and more efficiently, providing a competitive advantage in today’s 
fast-paced digital landscape.

The Shift-Down approach is particularly relevant today due to the maturation of critical 
technologies like Infrastructure as Code (IaC), Kubernetes (K8s), and containerization. These 
advancements have made it possible to integrate security more deeply into the development 
process, something that wasn’t achievable just a few years ago. With these tools now widely 
adopted, the opportunity to implement a more proactive, integrated security strategy has never 
been greater.

As security and platform leaders navigate the complexities of modern software development, 
embracing Shift-Down practices offers a compelling path forward. For security professionals, this 
means leveraging the capabilities of cloud-native tools to enhance your organization’s security 
posture in a way that supports rather than hinders innovation. Platform architects, on the other 
hand, are uniquely positioned to embed security directly into the development lifecycle, making 
it a seamless part of the development process.

By working together to integrate Shift-Down practices, security and platform teams can foster a 
culture of proactive risk management and drive more secure, efficient, and innovative develop-
ment outcomes.

Organizations interested in deploying Shift-Down security practices should consider how tools 
like Nirmata Policy Manager can help streamline and automate security enforcement, enabling a 
more robust and agile security framework.

Shift-Down empowers developers to deliver 
secure applications faster and more efficiently, 

providing a competitive advantage in today’s 
fast-paced digital landscape.
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